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11 Thi s case requires us to det erm ne t he
constitutionality of a city’'s random suspicionless drug
testing of its firefighters. We exercise jurisdiction

pursuant to Article VI, Section 5.3 of the Arizona



Constitution, Arizona Revised Statutes (AR S.) section 12-
120. 24, and Rule 23 of the Arizona Rules of G vil Appellate
Procedure.
l.

12 Craig Petersen works as a firefighter for the
Cty of Mesa. In 2001, after Peterson was hired, the Gty
i npl enented a substance abuse program (the Progran) for the
Mesa Fire Departnent. The Program requires testing of
firefighters (1) if the Departnent has reasonabl e suspicion
to believe an individual firefighter has abused drugs or
al cohol; (2) after a firefighter is involved in an accident
on the job; (3) followng a firefighter’s return to duty or
as a followup to “a determnation that a covered nenber is
in need of assistance”; and (4) “on an wunannounced and
random basis spread reasonably throughout the cal endar
year.”

13 Under the Programis random testing provision, a
conputer program selects the firefighters to be tested.
The Departnent notifies firefighters of their selection for
random testing imediately before, during, or after work;
the firefighters are to be tested within thirty mnutes of
their notification, wth allowance for travel tinme to the
| aboratory for collection. Once at the |aboratory,

firefighters are permtted to use private bathroom stalls



when providing urine sanples, which are then inspected by a

nonitor for the proper color and tenperature.

14 The | aboratory tests the sanple for the presence
of mari j uana, cocai ne, opi at es, anphet am nes, and
phencycl i di ne.?! The |aboratory initially tests the

specinens by wusing an imrunoassay test that neets the
requirenents of the Food and Drug Administration for
commercial distribution. The | aboratory then confirnms all
positive test results wusing the gas chromatography/ mass
spectronmetry technique and reports positive results to a
Medi cal Review Oficer (MRO, who has a “detail ed know edge
of possible alternate nedical explanations.” The MRO
reviews the results before giving the information to the
Departnment’s administrative official. Only confirnmed tests
are reported to the Departnment as positive for a specific
drug. Before verifying a positive result, however, the MRO
must contact the firefighter on a confidential basis.

15 The Departnent does not release information in a
firefighter’s drug testing record outside the Departnent
without the firefighter’s consent. A firefighter whose
test reveals a blood alcohol concentration in excess of

that allowed under the Program or who tests positive for

! In addition, twenty percent of those tested are

sel ected for an al cohol breath test.



any of several specified drugs is renoved from all covered
positions and is evaluated by a substance abuse
pr of essi onal . The Departnent may discipline or termnate
the enploynent of a firefighter who tests positive a second
time or who refuses to submit to a required test.

16 According to section 8 of the Program the
primary purpose of the random testing conponent “is to
deter prohibited alcohol and controlled substance use and
to detect prohibited use for the purpose of renoving
identified users from the safety-sensitive work force.”
This purpose advances the City's goal of establishing “a
work environnent that is totally free of the harnful
effects of drugs and the m suse of al cohol.”

17 Petersen filed a conplaint in superior court
seeking declaratory and injunctive relief, alleging that
the random testing conponent of the Program violated his
rights wunder both Article 11, Section 8 of the Arizona
Constitution and the Fourth Amendnent to the United States
Consti tution. 2 The trial court held that the Program

violated the Arizona Constitution and permanently enjoined

2 Pet ersen does not challenge testing on the basis

of reasonable suspicion, after an on-the-job accident,

followng a return to duty, or as a followup to “a
determnation that a covered nmenber is in need of
assistance.” As a result, we express no opinion regarding

the constitutionality of these Program provisions.
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the Departnment from continuing random suspicionless drug
and al cohol testing of the Cty s firefighters. The court
of appeals reversed, holding that the Progranis random
testing conponent is reasonable under both the Arizona and
United States Constitutions. The court reasoned that the
City’'s “conpelling need to discover specific but hidden
conditions representing grave risks to the health and
safety of the firefighters and the public” outweighed
Petersen’s privacy interests. Petersen v. City of Mesa,
204 Ariz. 278, 286 9 34, 63 P.3d 309, 317 (App. 2003).
Judge Hall dissented from the mgjority’s conclusion that

the random testing conponent of the Program is reasonable

under the Fourth Amendnent. [Id. at 290-91 § 49, 63 P.3d at
321-22 (Hall, J., concurring in part and dissenting in
part).

18 Under the analysis set forth below, we hold that

the Progranmis random testing conponent is unreasonable and
therefore violates the Fourth Amendnent to the United

States Constitution.?3

3 Petersen argues that Article Il, Section 8 of the

Arizona Constitution, which expressly provides that “[n]o
person shall be disturbed in his private affairs . . .
w thout authority of law” affords greater protection
agai nst drug testing than does the Fourth Amendnent. Qur
conclusion that the random testing conponent violates the
Fourth Anendnent obviates the need to consider whether the
protections granted by the Arizona Constitution extend



.

19 The Fourth Amendnent to the United States
Constitution protects “[t]he right of the people to be
secure in their persons, houses, papers, and effects,
agai nst unreasonabl e searches and seizures.” U S. Const.
anend. IV. “The Anmendnent guarantees the privacy, dignity,
and security of persons against certain arbitrary and
i nvasive acts by officers of the Governnent or those acting
at their direction.” Skinner v. Ry. Labor Executives

Ass'n, 489 U S. 602, 613-14 (1989). In this case, the
parties agree that the Cty's collection and testing of a
firefighter’'s urine and breath constitutes a “search” under
the Fourth Amendnent. See, e.g., id. at 617 (“Because it
is clear that the collection and testing of wurine intrudes

upon expectations of privacy that society has |ong

beyond t hose af f orded def endant s by t he f edera
constitution. Al though the Arizona Constitution may inpose
stricter standards on searches and seizures than does the
federal constitution, Arizona courts cannot provide |ess
protection than does the Fourth Anmendnent. See, e.g.,
Cooper v. California, 386 U S. 58, 62 (1967) (“CQur holding,
of course, does not affect the State's power to inpose
hi gher standards on searches and seizures than required by
the Federal Constitution if it chooses to do so.”); Arnold
v. Cty of Oeveland, 616 N E. . 2d 163, 169 (Chio 1993) (“In
the areas of individual rights and civil liberties, the
United States Constitution, where applicable to the states,
provides a floor below which state court decisions may not
fall.”).



recogni zed as reasonable . . . these intrusions nust be
deened searches under the Fourth Anendnent.”).

110 As the |anguage of the Fourth Anmendnent nakes
clear, “the ultimate neasure of the constitutionality of a
governnental search is ‘reasonabl eness.’” Vernoni a Sch.
Dist. 47 v. Acton, 515 U S. 646, 652 (1995). To be
reasonable, a search generally nust be based upon sone
| evel of individualized suspicion of wongdoing. Ski nner
489 U.S. at 624. The purpose of requiring individualized

suspicion “is to protect privacy interests by assuring
citizens subject to a search or seizure that such
intrusions are not the random or arbitrary acts of
governnment agents.” Id. at 621-22.

111 The Suprene Court, however, has recogni zed
limted exceptions to this general rule “when ‘special
needs, beyond the normal need for |aw enforcenent, nake the
warrant and probabl e-cause requirenent inpracticable.’”
ld. at 619 (quoting Giffin v. Wsconsin, 483 U S. 868, 873
(1987)). “In limted circunstances, where the privacy
interests inplicated by the search are mnimal, and where
an inportant governnent al interest furthered by the
intrusion would be placed in jeopardy by a requirenent of

i ndi vidualized suspicion, a search my be reasonable

despite the absence of such suspicion.” Id. at 624.



112 The Cty concedes that its wuse of random
suspicionless testing is not based on any |level of
i ndi vi dual i zed suspi cion. The City argues, however, that
such testing is reasonable under the Fourth Anendnent
because the search “serves special governnental needs,
beyond the normal need for |law enforcenent.” Nat ’ |
Treasury Enployees Union v. Von Raab, 489 U S. 656, 665
(1989). Because the Departnent does not disclose test
results to law enforcement officers or to other third
parties w thout the firefighter’s consent, Pet er sen
recogni zes that the Programis unrelated to the nornmal need
for law enforcenent. Petersen maintains, however, that the
City cannot enforce the Progranis random testing conponent
because the Cty's alleged “special needs” offered in
support of the program are insufficient to overcone the
privacy intrusion occasioned by the search. Based on the
record in this case, we agree.
A

113 Neither the Suprenme Court nor this court has
considered the reasonableness of random suspicionless
testing of city firefighters. The Suprene Court, however,
has exam ned the constitutionality of suspicionless drug
testing requirenents analogous to the procedures Petersen

chal | enges. See Bd. of Educ. of Indep. Sch. Dist. No. 92



v. Earls, 536 US 822 (2002) (high school students
participating in conpetitive extracurricular activities);
Chandler v. Mller, 520 U S. 305 (1997) (candidates for
political office); Vernonia, 515 U S. 646 (high school
students participating in interscholastic athletics);
Skinner, 489 U S. 602 (railway enployees); Von Raab, 489
US. 656 (custons service agents); see also Ferguson v.
Gty of Char | est on, 532 U S 67 (2001) (hol di ng
unconsti tuti onal a state hospital’s drug testing of
pr egnant patients t hat i nvol ved hospi t al per sonnel
notifying the police of patients who tested positive for
cocai ne). As each of these decisions illustrates, when
presented with an alleged “special need” in support of a
particular Fourth Amendnment intrusion, a court nust weigh
the individual’s Fourth Anendnent interests against the
proffered governnmental interests to determ ne whether the
search in question “fit[s] wthin the closely guarded
category of constitutionally permssible suspicionless
searches.” Chandler, 520 U.S. at 309.

114 Applying this “special needs” balancing test to
the facts presented in this case, we begin by analyzing the
Cty's proffered interests. Al though the City need not
present a “conpelling” interest, the Cty's interest nust

be “inportant enough” to justify the government’s intrusion



into the firefighters’ legitimte expectations of privacy.
Vernonia, 515 U S. at 661.

115 The City asserts that it has a “special need” to
test firefighters because they occupy safety-sensitive
positions. The City alleges that random testing furthers
this interest by deterring “prohibited alcohol and
controll ed substance use” and detecting “prohibited use for
the purpose of renoving identified users from the safety-
sensitive work force.” W agree that the Gty has an
interest in deterring and detecting prohibited alcohol and
drug use anong the City’'s firefighters.

116 Fourth Anmendnent anal ysis, however, requires that
we do nore than recognize that the Cty has an interest in
deterring drug use anong enployees in safety-sensitive
positions. In addition, we nust |look to the nature and
i mredi acy of the City's concern. |d. at 660. That is, has
the City identified a real and substantial risk? Chandler,
520 U. S. at 323. If so, wll the Gty s proposed invasion
of its firefighters’ privacy interests further the Cty's
interest in deterring and detecting drug use anobng its
firefighters? Skinner, 489 U S. at 624. Answering that
question requires that we consider the efficacy of the

Program in neeting the Cty' s concern, Vernonia, 515 U S

10



at 660, and whether the invasion of privacy is calibrated
to the defined risk, Chandler, 520 U.S. at 321-23.

117 The record before us provides little information
about the City' s reasons for adopting random testing and
provides no evidence to explain the Cty s perceived need
to conduct such testing. As the City conceded at oral
argunent, the record is devoid of any indication that the
City has ever encountered any probleminvolving drug use by
its firefighters. The record lacks not only evidence of
even a single instance of drug use anong the firefighters
to be tested Dbut also any evidence of acci dent s,
fatalities, injuries, or property damage that can be
attributed to drug or al cohol use by the dCty's
firefighters. No evidence of record suggests that the
firefighters asked for or consented to the testing policy,
and the record includes not even an allegation or runor
that the CGCty's firefighters used or abused drugs or
al cohol . Based on this record, we detect no real and
substantial risk that the public safety is threatened by
drug or alcohol use anong the firefighters to be tested.
The absence of evidence of drug use, at |east as reflected
in the record, provides no basis for us to conclude that
random suspicionless testing is calibrated to respond to

any defined risk. At nost, the Progranmis random testing

11



conponent furthers only a generalized, unsubstantiated
interest in deterring and detecting a hypothetical drug
abuse problemanong the Gity's firefighters.?

118 Nonet hel ess, relying primarily upon Von Raab,
Vernonia, and Earls, the Cty asserts that the Suprene
Court “has not required a particularized or pervasive drug
problem before allowing the governnent to conduct
suspicionless drug testing.” Earls, 536 U S at 835. The
City' s argunent accurately reflects |anguage from the cases
upon which it relies. These cases, however, focused on a
nunber of inportant factors that differ from the facts of
this case and therefore offer |imted support for the
Cty' s argunent.

119 In Von Raab, t he Court exam ned t he
constitutionality of a United States Custons Service
program requiring Custons Service enployees to submt to
suspicionless testing upon pronotion or transfer to
positions directly involved in the interdiction of illegal

drugs or positions that required carrying a firearm 489

4 Wiile we recognize and applaud the City's
interest in deterring drug use anong firefighters, the
Program also requires testing upon reasonable suspicion,
after an accident on the job, and followng a return to
duty or as a followup to “a determnation that a covered
menber is in need of assistance.” The record before us
provides no basis for concluding that these testing

12



U S at 660. Al t hough the Custons Service did not adopt
its policy in response to a history of drug and alcohol
abuse problens, id., the plan was devel oped for an agency
that the Court recognized as “our Nation’s first Iline of
def ense against one of the greatest problens affecting the
health and welfare of our population.” ld. at 668. The
Court reasoned that those enployees directly involved in
drug interdiction or carrying a firearm could jeopardize
the agency’s “alnbst unique mssion.” ld. at 674. As a
result, the Court concluded that the Custons Service had a
conpelling interest in assuring that users of illegal drugs
woul d not be placed in these positions. |d. at 670-71. In
uphol ding the testing reginme, the Court also noted that the
testing program provided advance notice of the schedul ed
sanple collection. 1d. at 672 n.2. In addition, the Court
focused on the context in which the Service's testing
program was inplenented, which the Court described as an
environnent in which “it 1is not feasible to subject
enpl oyees and their work product to the kind of day-to-day
scrutiny that is the norm in nore traditional office
environnments.” 1d. at 674. G ven these particular facts,

as the Court l|ater enphatically stated, “[Von Raab is]

alternatives fail to deter and detect drug use anong the
City s firefighters.

13



[hl]ardly a decision opening broad vistas for suspicionless
searches [and it] must be read in its unique context.”
Chandl er, 520 U.S. at 321.

120 Unli ke the Custonms Service enployees in Von Raab
the Cty' s firefighters are not directly involved in drug
interdiction, do not carry a firearm and are not required
to use deadly force in the regular course of their duties.
In addition, the firefighters’ comunal work environnment
provides a better opportunity for supervisors to detect
drug use and therefore develop reasonable suspicion to
conduct a test under appropriate circunstances. Thi s
envi ronnent reduces the risk that a firefighter could cause

“great human |oss before any signs of inpairnent becone

noticeable to supervisors or others.” Skinner, 489 U S. at
628. Finally, as we discuss below, the elenent of “fear
and surprise” inherent in the Progranis random testing

procedures results in a broader and nore intrusive privacy
invasion than did the testing procedures approved in Von
Raab. Von Raab, 489 U S at 672 n.2 (noting that the
advance notice given of the scheduled sanple collection
reduces “to a mninmum any ‘unsettling show of authority’”
(quoting Delaware v. Prouse, 440 U. S. 648, 657 (1979)).

121 Vernonia and Earls also provide limted support

for the CGty's random testing of its firefighters. In

14



Vernonia and Earls, the Court upheld school district
policies t hat required students parti ci pating in
extracurricular activities to submt to random drug tests.
Earls, 536 U S. at 838 (finding school district policy,
whi ch included random testing of students participating in
extracurricul ar activities, to be constitutional);
Vernonia, 515 U S. at 664-65 (upholding school district’s
policy authorizing random drug testing of students
participating in interscholastic athletics). I n uphol di ng
the policies, the Court enphasized in both decisions that
““Fourth Amendnment rights . . . are different in public
school s than el sewhere; the ‘reasonabl eness’ inquiry cannot
di sregard t he school s’ cust odi al and tutelary

L]

responsibility for children. Earls, 536 U S. at 829-30
(quoting Vernonia, 515 U S. at 656).

122 Firefighters, of course, have little in common
W th students entrusted to the governnent's care. As Judge
Hall correctly noted, “unlike a public school student[’s
right to privacy], a firefighter’'s right to privacy,
although Ilimted in sone respects, is not inherently
‘subject[] to greater controls than those appropriate for
adults.”” Petersen, 204 Ariz. at 289 ¢ 44, 63 P.3d at 320

(Hall, J., concurring in part and dissenting in part)

(quoting Earls, 536 U S. at 831). On this basis alone, we

15



have little trouble distinguishing Vernonia and Earls from
this case.

123 Moreover, wunlike the record in this case, the
records in both the Earls and Vernonia actions presented
specific evidence of drug use that supported the districts’
decisions to institute the testing regines. I n Vernoni a,
an “imediate crisis,” 515 U. S. at 663, brought about by a
“sharp increase in drug use,” id. at 648, spar ked
installation of the testing program Simlarly, the Earls
Court noted that the “School District ha[d] provided
sufficient evidence to shore up the need for its testing
program” 536 U. S. at 835.

124 Gven the dearth of evidence by which we can
nmeasure the strength of the City s proffered “special need”
and the City's failure to articulate how the Programs
random testing procedures further its interests, we
conclude that the City has failed to define any real and
substantial risk that random suspicionless testing is
designed to address. Nonet hel ess, because the Suprene
Court has stated that a lack of enpirical data, by itself,
is not fatal to a suspicionless testing program Von Raab,
489 U.S. at 673-75, we now consider the extent of
Petersen’s acknow edged Fourth Amendnent privacy interests

and then balance these interests against the City's

16



generalized, wunsubstantiated interest in deterring and

detecting substance abuse anong the City's firefighters.

B.
125 The collection of urine and breath sanples for
purposes of drug and al cohol testing “infringes an

expectation of privacy that society is prepared to
recogni ze as reasonable.” Skinner, 489 U S. at 616.
Nevert hel ess, “‘operational realities of the workplace nmay
render entirely reasonable certain work-related intrusions

by supervisors and co-workers that mght be viewed as

unreasonable in other contexts.” Von Raab, 489 U S. at 671
(quoting O Connor v. Ortega, 480 U S. 709, 717 (1987)). In
Skinner, for exanple, the Court found that railway

enpl oyees’ expectation of privacy is “dimnished by reason
of their participation in an industry that is regulated
pervasively to ensure safety, a goal dependent, in
substantial part, on the health and fitness of covered
enpl oyees.” 489 U. S. at 627.

126 As was true of the railway enployees in Skinner,
the Gty s firefighters possess a dim nished expectation of
privacy. The safety risks associated with becomng a
firefighter are well known. We entrust firefighters with
protecting both the community at |large and their coll eagues

from danger, while putting their own well-being at great

17



risk of harm A firefighter’'s ability to do this job in a
safe and effective manner depends, in substantial part, on
his or her health and fitness. |In addition, a firefighter

while on duty, lives in a conmunal environnent. G ven all
these factors, we conclude that individuals who elect to
becone firefighters shoul d antici pate a dimnished
expectation of privacy and should reasonably expect sone

intrusion into matters involving their health and fitness.

127 The strength of any asserted privacy interest
also turns upon the “character of the intrusion.”
Vernonia, 515 U S. at 658. Al t hough any program that

conpels urinalysis affects privacy interests, the Cty has
designed its Program to reduce its intrusion upon the
firefighters’ privacy i nterests. See, e.g., id.
(concluding that “the degree of intrusion depends upon the
manner in which production of the wurine sanple is
nonitored”). The Program permts firefighters providing
sanples to use private bathroom stalls at the designated
testing facility, where they are not subject to direct
noni t ori ng. The firefighter then gives the sanple to an
authorized nonitor for color and tenperature testing. The
| aboratory confirns any initial positive test by using gas
chromat ogr aphy/ mass spectronetry techni ques, which reduces

the specter of a “false positive” test result. See, e.g.

18



Karen Manfi el d, | mposing Liability on Drug Testing
Laboratories for “False Positives”: Getting Around Privity,
64 U Chi. L. Rev. 287, 290-92 (1997) (stating that

retesting positive results with a properly adm ni stered gas

chromat ography test “would elimnate wvirtually all the
false positives”). The MRO reviews the results and
contacts the firefighter on a confidential basis. In

addition, the Departnent does not release testing records
outside the Departnment without the firefighter’s consent.
128 These procedures, which attenpt to guard the
firefighters’ privacy interests to the extent possible, al
work to reduce the intrusiveness of the privacy invasion.
Nonet hel ess, given the random nature of these searches, we

cannot conclude that “the privacy interests inplicated by

the search are mnimal.” Skinner, 489 U S. at 624.
129 The Suprenme Court has not exam ned random testing
procedures outside of the unique school setting. Earl s,

536 U.S. 822; Vernonia, 515 U S. 646. In both Vernonia and
Earls, the Court upheld school district policies requiring
students participating in extracurricular activities to
submt to random drug testing. In both cases, wthout
directly addressing the privacy inplications of a random
search, the Court wupheld the challenged searches based

primarily upon “‘the schools’ custodial and tutelary
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responsibility for children.”” Earls, 536 U S. at 829-30
(quoting Vernonia, 515 U S. at 656).

130 Qutside the school context, the Court has
recogni zed that notification in advance of a scheduled
search mnimzes the intrusiveness of the search. Von
Raab, 489 U S. at 672 n.2; see also United States v.
Martinez-Fuerte, 428 U S. 543, 559 (1976) (noting that the
intrusion on privacy occasioned by routine checkpoints is
mnimzed by the fact that notorists “are not taken by

surprise as they know, or may obtain know edge of, the

| ocation of the <checkpoints and wll not be stopped
el sewhere”). In Von Raab, for exanple, the Court
identified the advance notice given as a factor in

upholding the suspicionless testing of Custons Service
enpl oyees. 489 U. S. at 672 n.2. The Von Raab Court
st at ed:

Only enpl oyees who have been tentatively accepted
for pronotion or transfer to one of the three
categories of covered positions are tested, and
applicants know at the outset that a drug test is
a requirenment of those positions. Enpl oyees are
also notified in advance of the scheduled sanple
collection, thus reducing to a mninum any
“unsettling show of authority” that wmy be
associ ated with unexpected intrusions on privacy.

Id. (quoting Del aware, 440 U.S. at 657).
131 Consistent with the Court’'s statenents in Von

Raab, a nunber of f eder al and state courts have

20



acknowl edged the increased privacy concerns occasioned by
random testing. See, e.g., Bluestein v. Skinner, 908 F.2d
451, 456-57 (9th Gr. 1990) (finding the fact that the
chal l enged testing program provided for unannounced and
random tests added “sone weight to the ‘invasion of
privacy’ side of the Fourth Amendnment bal ance”); Harnon v.
Thor nburgh, 878 F.2d 484, 489 (D.C. Cir. 1989) (“Certainly
the random nature of the . . . testing plan is a relevant
consideration; and, in a particularly close case, it is
possible that this factor wuld tip the scales.”);
Anchorage Police Dep't Enployees Ass’'n v. Minicipality of
Anchorage, 24 P.3d 547 (Al aska 2001). In Anchorage, for
exanple, the Al aska Suprene Court, relying upon the Al aska
Constitution, concl uded that the random testing of
firefighters is qualitatively different from suspicionless
testing that occurs prior to enploynent, upon pronotion,
denmotion or transfer, and after a traffic accident.
Anchorage, 24 P.3d at 557. The court reasoned:

Because the policy’s provision for random testing

coul d subject enployees to “unannounced” probing

t hroughout the course of their enploynent, the

tests are peculiarly capable of being viewed as

“unexpected intrusions on privacy.” For exanple,

it mght seem manifestly unreasonable for any

person applying for a safety-sensitive position

in a heavily regulated field of activity not to

anticipate—and inplicitly agree to—a probing

inquiry into the applicant’s capacity to perform
job-related duties; the sane would hold true for

21



any enployee who mght be pronoted, denoted,
transferred, or becone involved in a job-related
acci dent. But a job applicant or enployee who
anticipated such inquiries mght nevertheless
expect not to be subjected to a continuous and
unrel enting governnment scrutiny that exposes the
enpl oyee to unannounced testing at virtually any
tinme. Such expectations cannot be so readily
di sm ssed as patently unreasonabl e.

Id. at 557-58 (citations onmtted).

132 Al though the Al aska Suprenme Court analyzed the
Anchorage plan under its state constitution, we find the
court’s reasoning about the difference between random and
announced or schedul ed tests persuasive. The very nature
of random suspicionless searches precludes any advance
notification and subj ects enpl oyees to conti nuous
gover nnment scrutiny. Random  testing, t her ef ore,

necessarily raises the specter of the unsettling show of

authority’ t hat my be associated wth unexpected
intrusions on privacy.” Von Rabb, 489 U S at 672 n.2
(quoting Delaware, 440 U S. at 657). Accordingly, we

conclude that random suspicionless drug testing, while not
per se unreasonable, invades reasonable privacy interests
even when the government collects the urine sanple in a
relatively unintrusive nmanner and takes steps to protect
enpl oyees’ privacy interests by limting the information

that is disclosed.
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L.
133 Bal ancing Petersen’s privacy interests against
the interests the City advances in favor of the Programs
random conponent, we conclude that the Cty s generalized
and unsubstantiated interest in deterring and detecting
al cohol and drug use anmong the Gty s firefighters by
conducting random drug tests is insufficient to overcone
even the |essened privacy interests of the firefighters in
this case. The situation we consider, on this record,
cannot be described as one of the “limted circunstances,
where the privacy interests inplicated by the search are
mnimal, and where an inportant governnental interest
furthered by the intrusion would be placed in jeopardy by a
requi renent of individualized suspicion, [and in which] a
search may be reasonable despite the absence of such
suspi cion.” Skinner, 489 U S at 624. Rat her, the
increased intrusion occasioned by the Programis random
suspi ci onl ess testing conponent represents the very type of
“arbitrary and invasive acts by officers of the Governnent
or those acting at their direction” against which the
Fourth Amendnment is nmeant to guard. ld. at 613-14. W
therefore hold, on the record before us, that the Program s
random conponent falls outside the “closely guarded

category of constitutionally perm ssible suspicionless
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searches,” Chandler, 520 U S. at 309, and violates the
Fourth Amendnent to the United States Constitution.

I V.
134 For the foregoing reasons, we vacate the court of
appeal s’ opinion and affirm the trial court’s |udgnent
enjoining the City from enforcing the random suspicionless

conponent of the Program
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